Date: ______________________
                       

Name: ________________________

Print or save this test, mark the correct answer and turn the completed test into 
Tina Como, Assistant Chief/Training.

1. Wake County’s implementation of the HIPAA rules is designed to allow for unimpeded care while simultaneously:

a. protecting the public health

b. preventing disclosure of protected health information to billing companies

c. protecting the privacy of the patient
d. both A and C
e. both B and C

2. Which of the following patient care reporting elements are not considered PHI?

a. Patient’s phone number

b. Patient’s vehicle type

c. Location of an EMS incident resulting in a patient encounter

d. Patient ‘s insurance information

e. Patient’s SSN

3. A law enforcement officer who sees you in the hallway of the hospital asks you for the name of the patient you just transported. You inquire as to the reason she needs the information. She indicates that she wants to see if it was the driver of a car involved in an accident scene she is investigating. She gives you the name and you recognize her as your patient. You should:

a. confirm that the patient was transferred to room 14

b. explain that you cannot disclose patient information to law enforcement without a subpoena, warrant, or administrative order

c. determine whether the any circumstance exists that would warrant an emergency disclosure

d. let the officer review your patient care report

e. refer the officer to your District Chief

4. You are at a hospital returning to your unit when you overhear another crew discussing the details of the call they just completed with a paramedic from another county. After asking your coworker to discontinue the conversation you first action should be:

a. report the disclosure to the affected patient

b. notify your District Chief

c. notify the EMS Privacy Liaison, Ryan Lewis
d. ignore the disclosure

e. recommend actions to prevent subsequent disclosure

5. You respond to care for a repeat patient of EMS, who advises you that they requested and received a copy of a patient care report from an EMS response. They report that the record states the patient displayed evidence of alcohol intoxication. The patient states that they had been exposed to a cleaning chemical that altered their personality and wants the discrepancy fixed in the patient care report. You should:

a. refer them to the EMS business office

b. notify the EMS HIPAA Liaison

c. notify the receiving facility that they may need to amend their record

d. inform the patient that they cannot amend a patient care report after the fact

e. inform the patient that they will need to bring a copy of their hospital report indicating the chemical exposure

6. EMS laptops on which PCRs are generated are encrypted. A security feature associated with the encrypted laptop is an automatic locking of the laptop after 25 minutes of inactivity. If you recognize that the lock feature or other security element is not functioning properly, what action(s) should you take?

a. Notify the IS Help Desk at 919-212-7676

b. Email your supervisor

c. Notify the EMS HIPAA Liaison

d. Both B and C

e. Both A and C
7. If a patient care reporting laptop is discovered to be missing, your initial actions include which of the following:

a. Notify your District Chief

b. Check out of service with Rescom

c. Initiate a search of unit/quarters/last known point of use

d. Complete a UER and notify your family that you may be held over 12 hours

e. All of the above
8. You are discovered to have disclosed PHI to a person for whom this disclosure was not permitted, without evidence that it was done in the interest of the patient, but without intent to harm. Penalties you could expect include: 

a. $1000.00 civil penalty per violation

b. $100,000 federal penalty and 5 years in prison

c. $50,000 federal penalty and 1 year in prison

d. Both A and B

e. Both A and C

9. I have signed, dated, printed my name on, and returned to my District Chief a Wake County Department of Emergency Medical Services Confidentiality Agreement.

a. True

b. False

10. I have read, understand, and have had an opportunity to ask any questions I may have had about the following documents to Ryan Lewis at 919-796-6352. I have no questions about these documents that remain unanswered: 1. The Health Insurance Portability and Accountability Act: Implications for Operations in the EMS Environment PowerPoint Presentation; 2. The Wake County Department of Emergency Medical Services: Confidentiality Agreement; 3: Wake County EMS Policy: Management of Protected Heath Information for EMS Operations
a. True
b. False

